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Abstract: Cloud computing is the fast growing technology in the current world. Providing services to all types of 

users with quality is done in cloud computing. Infrastructure is one of the emerging computing paradigm in cloud 

computing. Providing trusted storage and server maintenance etc is done in cloud computing. Storing sensitive data 

using cryptographic techniques are the existing methodologies such as encryption and decryption. In this paper, the 

new security is used to secure the sensitive data in the cloud storage. AHASBE is the additional feature to the cloud 

storage for security of cloud data. This uses the enhanced cipher text policy by encrypt and decrypt the data in cloud, 

this will provide more flexible to use the secure data.    
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I. INTRODUCTION 

 

Cloud computing is a delivery of computing 

as a service rather than a product and information are 

provided to computers and other devices as a utility 

over a network. It provides computation, data access, 

software application, and data management without 

the requiring cloud users to know the location and 

other details of the computing infrastructure. End 

users access cloud based applications through a web 

browser or a light weight desktop or mobile 

application while the business software and data are 

stored on servers at a remote location. It providers 

strive to give the same or better service and 

performance than if the software programs were 

installed locally on end-user computers. On the need 

of sharing confidential corporate data on cloud 

servers, it is imperative to adopt an efficient 

encryption scheme with a fine-grained access control 

to encrypt outsourced data.  

The Hierarchial Attribute Based Encryption 

allows the encryption of data by specifying an access 

control policy over attributes as one of the most 

promising encryption systems in this field. 

Hierarchical Attribute Based Encryption security for 

data’s based on public key and master key with the 

help of Domain Authority Check. The hierarchical 

Attribute Set-Based Encryption (HASBE) scheme is 

for accessing control in cloud computing and 

extended the cipher text policy attribute set based 

encryption. Cloud computing holds the promise of 

providing computing as the fifth utility after the other 

four utilities. The benefits of cloud computing 

include reduced costs and capital expenditures, 

increased operational efficiencies, flexibility, 

scalability, immediate time to market. Different 

service-oriented cloud computing models have been 

proposed: 

 Infrastructure as a Service (IaaS) 

 Platform as a Service (PaaS) 

 Software as a Service (SaaS) 

 

One of the prominent security concerns is 

data security and privacy in cloud computing due to 

its Internet-based data storage and management. In 

cloud computing users have to give up their data to 

the cloud service provider for storage and business 

operations. Data is an important asset in any system 

and disclosure of data to business competitors and 

users leads to serious consequences.Data represents 

an extremely important asset for any organization and 

enterprise users will face serious consequences if its 

confidential data is disclosed to their business 

competitors or the public. Data confidentiality is not 

the only security requirement. The flexible and fine-
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grained access control is also strongly desired in the 

service-oriented cloud computing model. In addition 

to security, flexibility and fine grained access control 

is strongly desired in the service oriented cloud 

computing model. 

 

 

II. RELATED WORK 

 

We review the notion of attribute-based 

encryption (ABE), we examine existing access 

control schemes based on ABE. Several efforts 

followed in the literature to try to solve the 

expressibility problem. Ciphertexts are not encrypted 

to one particular user as in traditional public key 

cryptography. A user is able to decrypt a ciphertext 

only if there is a match between his decryption key 

and the ciphertext. ABE schemes are classified into 

key-policy attribute-based encryption (KP-ABE) and 

cipher text-policy attribute-based encryption (CP-

ABE). 

KP-ABE, the authority determines what 

combinations of attributes must be present in order 

for this user to decrypt and gives the user the 

corresponding private key. 

CP-ABE in that it allows complex rules 

specifying which private keys can decrypt which 

cipher texts. The private keys are associated with sets 

of attributes or labels and we encrypt to an access 

policy which specifies which keys will be able to 

decrypt. 

 

Cipher-Text Policy:The trusted authority calls the 

algorithm to create system public parameters and 

master key.  The public parameters will be made 

public to other parties and Master Key will be kept 

secret. Attributes asso- ciated with the ciphertext 

satisfy the tree access structure, can the user decrypt 

the ciphertext. 

 

 Kp-Abe Policy:  We utilize KP-ABE to escort data 

encryption keys of data Files. These  construction 

helps us to immediately enjoy fine- grandness of 

access control. CP-ABE scheme decryption keys only 

support user attributes that are organized logically as 

a single unit. Users can only use all possible 

combinations of attributes in a single set issued in 

their keys to satisfy policies as shown in the fig.1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: Kp-Abe Policy 

 

 

III. CLOUD ARCHITECTURE 

DESIGN  

 

Cloud computing has computational and 

sociological implications. Computational terms cloud 

computing is described as a subset of grid computing 

concerned with the use of special shared computing 

resources. It is described as a hybrid model 

exploiting computer networks resources, enhancing 

the features of the client/server scheme. Sociological 

standpoint on the other hand by delocalizing 

hardware and software resources cloud computing 

changes the way the user works as he/she has to 

interact with the "clouds" on-line. 

A hybrid cloud architecture opens the 

application to the “infinite” resources of the public 

cloud. Many factors play into the decision of 

selecting the appropriate infrastructure environment 

for the desired workload. Private cloud infrastructure 

typically provides a more controlled and optimized 

environment for deploying application workloads. 

Scalability can become an issue with a private cloud 

because resources are limited and finite. Public 

clouds provide virtually infinite resources and 

provide an environment where applications can scale 

without bound.  

A common use case for the hybrid cloud is 

for applications that have stringent security 
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requirements, which are best placed in the private 

cloud infrastructure. All cloud environments also 

introduce management and provisioning challenges. 

 
Fig.2. System Model 

 

Facilitating the deployment of application 

components across multiple resource pools in a 

coordinated manner is complicated due to differing 

APIs.  

 

IV. SYSTEM MODEL AND ASSUMPTION 

 

As depicted in Fig. 2 the cloud computing 

system under consideration consists of five types of 

parties: 

 cloud service provider 

It manages a cloud to provide data 

storage service 

 Data owners 

It encrypt their data files and store 

them in the cloud for sharing with data 

consumers 

 Data consumers 

It download encrypted data files of 

their interest from the cloud and then 

decrypt them 

 Domain authorities 

Each data owner/consumer is 

administrated by a domain authority. It is 

managed by its parent domain authority or 

the trusted authority 

 Trusted authority 

It is the root authority and responsible for 

managing top-level domain authorities 

As shown in the fig.2 data consumers, data owners, 

cloud service provider and the trust authority is 

organized in the hierarchial manner. Each top-level 

domain authority corresponds to a top-level 

organization, while each lower-level domain 

authority corresponds to a lower-level organization. 

Data owners/consumers may correspond to 

employees in an organization. Domain authority is 

responsible for managing the domain authorities at 

the next level or the data owners/consumers in its 

domain. The cloud is assumed to have abundant 

storage capacity and computation power. We assume 

that data consumers can access data files for reading 

only. 

 

 
V. SHARED RESOURCES AND TRUSTED 

AUTHORITY 

 

The trusted authority acts as the root of trust 

and authorizes the top-level domain authorities. 

Domain authority is trusted by its subordinate domain 
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authorities or users that it administrates, but may try 

to get the private keys of users outside its domain. 

The users may try to access data files either within or 

outside the scope of their access privileges. The 

trusted authority is responsible for generating and 

distributing system parameters and root master keys 

as well as authorizing the top-level domain 

authorities. Domain authority is responsible for 

delegating keys to subordinate domain authorities at 

the next level or users in its domain. Every user in the 

system is assigned a key structure which specifies the 

attributes associated with the user’s decryption key. 

 

VI. IMPLEMENTATION 

 

The traditional method to protect sensitive 

data outsourced to third parties is to store encrypted 

data on servers. The decryption keys are disclosed to 

authorize users only. There are several drawbacks 

about this trivial solutions, such a solution requires an 

efficient key management mechanism to distribute 

decryption keys to authorized users. This approach 

lacks scalability and flexibility; as the number of 

authorized users becomes large. In case a previously 

legitimate user needs to be revoked, related data has 

to be re-encrypted and new keys must be distributed 

to existing legitimate users again. Data owners need 

to be online all the time so as to encrypt or re-encrypt 

data and distribute keys to authorize users. We have 

implemented a multilevel HASBE toolkit based on 

the CP-ABE toolkit developed for CP-ABE, which 

uses the Pairing-Based Cryptography library. Similar 

to the CP-ABE toolkit, our toolkit also provides a 

number of command line tools as follows: 

 hasbe-setup (Generate Public key and Maste 

Key) 

 hasbe-keygen (Generate Private key for Key 

structure) 

 hasbe-keydel (Delegate some parts of 

Private keys) 

 hasbe-keyup (Generate new private key that 

contain new attribute) 

 hasbe-enc (Encryption of file) 

 hasbe-dec (Decryption of file) 

 hasbe-rec (Re-encryption of file) 

 

Our scheme can be extended to support any 

depth of key structure. Cost of this operation 

increases linearly with the key structure depth and the 

setup can be completed in constant time for a given 

depth. Top-Level Domain Authority Grant is 

performed with the command line tool “hasbe-

keygen”. Cost is determined by the number of subsets 

and attributes in the key structure. With the command 

hasbe-keydel a domain authority DA can perform 

New User/Domain Authority Grant for a new user or 

another domain authority in his domain. The cost 

grows linearly with the number of subsets to be 

delegated as shown in Fig. 3(a), when DAi wants to 

delegate 45 of the attributes. As shown in the 3(b) the 

cost also increases linearly with the number of 

attributes in the subset.  

As shown in the fig.3(c) the cost is linear 

with the number of the subsets, if the new attribute 

needs to be assigned to several subsets. 

User Revocation operation consists of two 

steps: 

 Key Update is implemented with the 

command hasbe-keyup. The root authority 

or domain authority can assign a new 

attribute to the user or domain authority. 

 Data Re-encryption is performed with the 

command hasbe-rec. The data owner can re-

encrypt the data file. When a user is 

revoked, the associated data file can be re-

encrypted in this way and the new attributes 

can be assigned to valid user with command 

. Cost of operation Data Re-encryption 

depends on the number of attributes on the 

access tree. 

 

Decryption should be done with the 

command hasbe-dec. The time of decryption is 

different depending on the access tree and key 

structure. 

 

 

VII. CONCLUSION 

 

We introduced the HASBE scheme for 

realizing scalable, fine-grained access control, and 

flexible in cloud computing.The HASBE scheme 

seamlessly incorporates a hierarchical structure of 

system users by applying a delegation algorithm to 
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ASBE. It not only supports compound attributes due 

to flexible attribute set combinations, but also 

achieves efficient user revocation because of multiple 

value assignments of attributes. The HASBE based 

on the security of CP-ABE and implemented the 

scheme and conducted comprehensive performance 

analysis and evaluation. We implement the proposed 

scheme, and conducted complete presentation 

analysis and estimate that showed its efficiency and 

advantages over existing schemes. 

 

 

 

 
Fig.3. Experiments on new user/domain authority grant and key update. (a) New user/domain authority grant (b) new user/domain 

authority grant (c) key update 
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